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110 NPOBEAEHHI0 MOHHTOPHHI2 HH(POPMANHOHHO# 6€30NaCHOCTH H AHTHBHPYCHOIO
konTpoas B MAOY «Kocynunckas COII Ne 8»

1. OO6mue MOI0KEHHSA
1.1. Jlangas WHCTPYKIMS YCTaHABIMBACT IOPSAIOK IUIAHUPOBAHUS H IPOBEICHHS
MOHHUTOPMHTA HMH(POPMAIMOHHONW  0€30IaCHOCTH  aBTOMAaTH3MPOBAaHHBIX — CHCTEM,  OT
HECAHKIIHOHHPOBAHHOTO JOCTYIA, PACTIPOCTPAHEHHS, MCKAXEHHS W yTparhl MH(pOpMAlud B
MAOY «Kocynunckas COIL Ne 8».

2. Buabl MOHMTOpPHHIa HH(OPMALNHOHHOH 0€30IACHOCTH

2.1. OcHoBONoONaralOMKUMU TPeOOBAaHUSIMH K CHCTEME AaHTUBHUPYCHOH 3amutel MAOY
«Kocymunackass COI Ne 8» siBistrores:

— pelIeHHE 3aJa4d AHTHBHPYCHOW 3allUTHI JOJDKHO OCYIIECTBISTHCS B OOINEM BHIE.
CpezacTBO 3aIMTHI HE JODKHO OKa3bIBaTh MPOTHBOACHCTBAE KOHKPETHOMY BHUPYCY WM IpyIIIIE
BHPYCOB, IPOTUBOJICHCTBUE JODKHO OKa3bIBAThCS B MPEINOJIOKEHUAX, YTO BUPYC MOXKET OBITh
3aHECEH Ha KOMIBIOTEP U O BHpYce (0 ero CTpyKType (B 4YaCTHOCTH, CUTHATYPe) U BO3MOXKHBIX
JIEHCTBUAX) HUYETO HE H3BECTHO;

— pelIeHHE 3a/1a41 aHTUBUPYCHOM 3aIlUTHI 0JDKHO OCYIIECTBIISATHCS B PEAIbHOM BPEMEHH.

2.2. MeponpusTHs, HanpaBJeHHbIC HA PEIICHUE 3a]1a4 110 aHTUBUPYCHOM 3allluTe:

— YCTaHOBKA TOJIBKO JIMLIEH3UPOBAHHOI'O IPOTPAMMHOT0 o0ecriedeHus JInbo OecriaTHoe
aHTHBUPYCHOE NPOrpaMMHOE OOecrieyeHre, uayinee B KOMIUIEKTE C IOUIMHHOM OlepariioHHOM
CHUCTEMOM;

— peryyisipHOoe OOHOBJICHHME U €XXEHEBHBIE MPO(UIAKTHYECKHE MPOBEPKH (JKEJIATEIIHHO
B Hepabouee HOUHOE BpeMs);

— HENPEPHIBHBIA KOHTPOJIb HAJl BCEMU BO3MOXKHBIMH IYTSMH NPOHUKHOBEHHS BPEJOHOCHBIX
OporpamMM, MOHHTOPHHI AHTHUBHPYCHOH Oe30macHOCTH M OOHapyXeHHE [IeCTPYKTHBHOMN
AKTUBHOCTH BPEIOHOCHBIX Iporpamm Ha Bcex o0bekrax UKC;

— ©)XEIHEBHBIM aHaJIu3, PAHKMPOBAHUE H NIPEIOTBPAICHHE YIpO3 PacCHpOCTPAHEHHUS H
BO3/ICHCTBUSA BPEAOHOCHBIX IIPOrPaMM IIyTeM BBISIBIICHHS YS3BHMOCTEH HCmoab3yemoro B MKC
OIEPAIHOHHOTO IPOrPAMMHOI0 0OECHIEYeHUsS U CETEBBIX YCTPOUCTB M YCTPaHEHHS OOHAPYKEHHBIX
Ne(EeKTOB B COOTBETCTBHMH C JAHHBIMH IIOCTaBINMKA MPOTPAMMHOIO OOGECIEYeHHs M APYTHX
CIIEIUATTU3UPOBAHHEIX SKCIIEPTHBIX AHTUBHUPYCHBIX CITYXO.

— MpOBeJeHHE NPOPHIAKTHYECKAX MEPOIIPHUSATHI 110 IPEIOTBPAIEHUIO U OTPAaHMYEHHIO
BUPYCHBIX OIHUJAEMHIA, BKIIOYAKOIIMX 3arpy3Ky M pa3BepThIBAHHE CIHEHHAIBHBIX IPAaBHUII
HeUTpaiu3anuu (OTPaKeHUIO, M30JISIUN U JIMKBHIAIMK) BPEIOHOCHBIX IIPOrPaMM HAa OCHOBE
PEKOMEH/IAIH M0 KOHTPOJIIO aTakK, IOJATOTaBIMBAEMBIX Pa3pabOTUYMKOM CPEACTB 3alUTHI OT
BPEJOHOCHBIX IPOrpaMM U JIPYTMMH CIIEHUATHM3MPOBAHHBIMU SKCIEPTHHIMH aHTHBHPYCHBIMHU
Ccity)0aMu JI0 TOro, Kak OyXyT BBITYINCHBI (ailiibl HCIIPABJIEHHUHN, IPU3HAKOB M AHTHBHUPYCHBIX
CHTHATYD.

— MPOBEJICHUE PEryJIIPHBIX IPOBEPOK LEIOCTHOCTH KPUTHUYECKH BAXKHBIX IPOTrpaMM U
NaHHbIX. Hanudue nuimmaux ¢GaiiiioB ¥ ClieIoB HECAHKIIMOHHPOBAHHOIO BHECEHHUS] M3MEHEHHUM
JIOJDKHO OBITH 3apErUCTPUPOBAHO B JKYPHAJIE U PACCIIEN0BAHO;

— BHEIIHKE HOCHTENIM MHGOPMAIIMH HEM3BECTHOTO MPOUCXOMICHHS CIIEIyeT IPOBEPATH Ha



HaJIMYME BUPYCOB JI0 UX UCIIOJIB30BAHUS,

— HeOOXOIMMO CTPOrO HPUICPIKUBATHCSA YCTAHOBJIEHHBIX MPOLETYP IO YBETOMIICHHIO O
CITyYasx MOpPaKEeHHs: aBTOMATU3UPOBAHHOH MH(OPMAIIMOHHON CPE/IbI KOMIIBIOTEPHBIMU BUPYCAaMH K
NPUHATHIO MEP IO JINKBUIAIMHU TTOCIEICTBUM OT MX IIPOHUKHOBCHHUS;

— clemyeT UMeTh IuaHbl obecnieuenus GecrepedoitHol paboter MAOY «KocynuHckast
COIII Ne 8» mist cimy4aeB BUPYCHOTO 3apaXKEHHs, B TOM 4YUCJIC IUIaHBI PE3CpBHOTO KOMHMPOBAHHS
BCEX HEOOXOIMMEBIX JAHHBIX M IPOrPAMM M UX BOCCTAHOBIEHHSA. DTH MEPBI OCOOCHHO BAKHBI IS
ceTeBBIX (paioBBIX CEPBEPOB, MOIEPKUBAIOIIUX OONBIIOE KOMMYECTBO PabOUMX CTAHIIHIA.

2.3. MoHUTOpHHT pabOTOCIIOCOOHOCTH anlapaTHhIX KOMIIOHEHT aBTOMAaTU3MPOBAaHHBIX
CHCTEM, OCYIIECTBJISETCS B MpPOLECCE HX aJMHHHCTPHPOBAHMS M TPH INPOBEJEHMH PabOT IO
TEXHHYECKOMY OOCIy)XMBaHHIO oOopynoBaHus. Hambonee CymieCTBEHHbIE KOMIIOHEHTBI
CHCTEMBI, IMEIOIIHE BCTPOECHHBIE CPEICTBA KOHTPOJIS pabOTOCIOCOOHOCTH (CEpBEPBI, AKTHBHOE
ceTeBoe 00OpPYJOBaHHE) JOJ/DKHBI KOHTPOJHMPOBAThCS MOCTOSIHHO B  paMKax paboThI
aJIMHHHUCTPATOPA COOTBETCTBYIOIUX CUCTEM.

2.4. MOHHTOPUHT MapOJLHONW 3alUTBl U KOHTPOJIb HAJCKHOCTH IIOJIb30BATEIILCKUX
napoJiei mperycMaTpUBaloT:

® YCTaHOBJIEHHE CPOKOB JIeHCTBHS mapoieii (He 6onee 3 MecsLeB);

e repuoauYecKylo (He pexxe 1 pasa B MecsiI]) IPOBEPKY MOJIb30BATENLCKUX Mapojei Ha
KOJIMYECTBO CHMBOJIOB M OYEBHIHOCTH C IIEJIbIO BBISBIIEHHUS CJIA0BIX MapoJieid, KOTOphIE JIETKO
yrajare HWIM JemudpoBaTh C I[OMOIIBIO CHEHHAIH3MPOBAHHBIX IPOrPAMMHBEIX  CpPEJICTB
(B3JIOMIIIMKOB MapoJieif).

2.5. MOHHMTOPHHT LEIOCTHOCTH IIPOIPaMMHOIO OOECIEYEHHs] BKJIIOYAET CJIEAYIOIIUE
JICHCTBUS:

® 1poBepKa KOHTPOJIBHBIX CYMM H IM(POBBIX MOANUCEH KaTajioro, M (aiiios
CepTH(UIMPOBAHHEIX IPOrPAMMHBIX CPEJICTB NPH 3aTPy3Ke ONEPAIMOHHOM CHCTEMBI,

e  oOHapyxeHHe NyOJIUKAaTOB HIEHTU()HKATOPOB MOJIB30BATENEH;

®  BOCCTaHOBJICHHC CHUCTEMHBIX (DaijIOB aJIMMHHCTPATOpaMH CHCTEM C pE3EPBHEIX
KOTIHiA TIPYU HECOBIAJEHUH KOHTPOJIBHBIX CYMM.

2.6. MOHHUTOPHHI HONBITOK HECAHKIMOHKPOBAHHOTO JOCTYTIA:

IIpenynpexnenne u CBOEBPEMEHHOE BBISIBJICHHE HOTIBITOK
HECaHKIIHOHMPOBAHHOI'O JIOCTYMA OCYINECTBIIAETCS C UCIOIB30BAaHHEM CPEJCTB OIEPAllMOHHON
CHCTEMBI U CHICIHATBHBIX IIPOIPAMMHBIX CPEJICTB, U IIPEIyCMATPUBAET:

* (uKCanuIO HeyJaYHBIX IONBITOK BXO/A B CHCTEMY B CHCTEMHOM KypHAJIE;

® IIPOTOKOJHPOBAaHHE PAOOTHI CETEBBIX CEPBHCOB;

® BBIIBICHHE (DAKTOB CKAHHUPOBAHMS ONPEEJCHHOrO JHMANa30HAa CETEBBIX IOPTOB, B
KOPOTKHE NPOMEKYTKH BPEMCHH C LEJbIO OOHAPY)KEHHS CETEBBIX aHAIU3ATOPOB, H3yYaIOLINX
CHCTEMY M BBIABJISIIOLINX €€ YSI3BUMOCTH.

2.7.  MOHHATOPHHT NPOU3BOIUTEIHHOCTH aBTOMATH3UPOBAHHBIX CHCTEM, IIPOM3BOIATCS
IO OOpallleHusIM MOJIb30BATEICH, B XOJ€ aIMMHHCTPHPOBAHHS CHCTEM M IIPOBEJICHHS
MPOQHIAKTHYECKHX pa0OT JUisi BBIBIEHHS TONBITOK HECAHKIHOHHPOBAHHOTO JIOCTyTIa,
IIOBJIEKIIUX CYIIECTBEHHOE YMEHBIICHHUE IPOU3BOAUTEILHOCTH CUCTEM.

3. Ilopsiaok mpoBeeHHs] CHCTEMHOI0 AyaHTa

3.1. CuCTeMHBIH ayquT NPOM3BOJUTCS €XKEKBAPTATBHO H B OCOOBIX cutyanusx. OH
BKJIFOYAET MPOBEJCHHE 0030pOB GE30MacHOCTH, TECTHPOBAHHE CHUCTEMBI, KOHTPOJIb BHECEHHS
U3MCHEHHMH B CHCTEMHOE IIPOIpaMMHOE 0O€eCcIIeYeHHeE.

3.2. O630pbI 6e30macHOCTH MPOBOIATCS C IENbIO MPOBEPKH COOTBETCTBHUS TEKYIIero
COCTOSIHUS CHCTEM, TOMY YPOBHIO O€30IaCHOCTH, yIOBJIETBOPSIOMIEMY TPEOOBAHHUSM MOTHTHKH
GesomacHocTH. O630pBI G€301ACHOCTH MMEIOT LIENBIO BHISBICHHE BCEX HECOOTBETCTBHI MEX Ty
TEKYLIUM COCTOSIHHEM CHCTEMBI U COCTOSIHUEM, COOTBETCTBYIOMIEM CIICIHAIBHO COCTABIEHHOMY



CIIUCKY VISl IIPOBEPKH.

3.3. O030psI 6€30MaCHOCTH JOJDKHBI BKIOYATh:

e OTYeThl O OE30MACHOCTH ITOJIH30BATEJILCKUX PECYPCOB, BKIIIOYANOIIME HATHYHC
IOBTOPSIOIIUXCS TOJB30BATENBCKAX MMEH M HICHTH(QUKATOPOB, HENPABUIIbHBIX ¢dbopmaroB
pEruCTpalMOHHBIX 3alMCeld, MoJb30Baresel 6e3 napois, HENPaBUJIBHON YCTAaHOBKH JOMAIHUX
KaTaJIOTOB MOJIH30BaTENIEH M YA3BUMOCTEH 110J30BATEIILCKUX OKPYKCHUH,

e IIpOBEpPKy cozepxumMoro (ailioB KOH(HUIypaluuu Ha COOTBETCTBHE CIHCKY I
MPOBEPKH;

e OOHapy)XeHHE W3MEHEHHUH CHCTEMHBIX (hailJIOB CO BPEMEHH IPOBEICHHUS nocjaeaHen
TIPOBEPKH (KOHTPOJIb LIEIOCTHOCTH CHCTEMHBIX (haidiioB);

e  IIPOBEpPKY IIpaB JOCTYINa U APYTHX aTpHOYTOB CHCTEMHBIX (aiIIOB (KOMaHJ|, yTHJIAT
¥ TabuI);

e  IIPOBEPKY IPABHILHOCTH HACTPOMKH MEXaHM3MOB ayTEHTH(HMKALMK ¥ aBTOPH3AIUH
CETEeBBIX CEPBHUCOB;

e [POBEPKY KOPPEKTHOCTH KOH(QUIypallMM CHCTEMHBIX M aKTHBHBIX CETEBBIX
YCTPOMCTB (MOCTOB, MapUIPyTU3aTOPOB, KOHIIEHTPATOPOB M CETEBBIX 3KPAHOB).

3.4. AKTHBHOE TECTUPOBAHHE HAJEKHOCTH MEXAHHU3MOB KOHTPOJISA  JOCTyIa
IIPOM3BOJUTCS IIyTEM OCYIIECTBJIEHHS ITOMBITOK MPOHUKHOBEHHS B CHUCTEMY (C ITOMOIIBIO
aBTOMATHYECKOTO HHCTPYMEHTAPHS WIH BPYUYHYIO).

3.5. ITaccuBHOE TeCTHPOBaHHWE MEXAHU3MOB KOHTPOJIS JOCTyIA OCYILECTBIISETCS MyTEM
aHaiu3a KOH(HrypanuoHHBIX (aitioB cuctembl. MH(popMmanus 00 H3BECTHBIX YSI3BUMOCTSX
M3BJIEKAETCS M3 JOKYMEHTAllMM M BHEIIHHX HCTOYHHKOB. 3aT€M OCYIIECTBISIETCS IMPOBEpKa
KOH(QUI'ypalud CHCTEMBI C IENBIO BBISBIEHHS ONACHBIX COCTOSIHHM CHCTEMBI, T. €. TAKHX
COCTOHHHﬁ, B KOTOPBIX MOTYT HPOSBIISATH ceOs1 H3BECTHBIE YSA3BHUMOCTH. Ecou cucrema
HaxOJUTCS B OMACHOM COCTOSIHMM, TO, C LIEJIbI0O HEHUTpaM3allii YI3BHMOCTEM, HEOOXOIMMO
U600 U3MEHHTH KOHQUTYPAIMIO CHCTEMBI (ISl IMKBHUIALUH YCIOBHH IIPOSIBICHHS! y3BUMOCTH),
71M00 YCTaHOBUTH NPOrPaMMHbIC KOPPEKIHH, JHOO YCTAHOBHUTH APYTHME BEPCHH MPOTPaMM, B
KOTOPBIX JIaHHasi ysI3BUMOCTb OTCYTCTBYET, JIUOO OTKA3aThCS OT MCIIOJB30BAHMUS CHCTEMHOIO
CEPBHCA, COAEPIKAILETO JAaHHYIO YSI3BUMOCTb.

3.6. BHeceHne M3MEHEHMI B CHCTEMHOE MPOrPaMMHOE OOECIIEYEHHE OCYILECTBIISETCS
aJIMUHUCTPATOPOM  CHCTEMBI, C O0Os3aTE€lIbHBIM  JIOKYMEHTHPOBAaHHEM H3MEHEHHH B
COOTBETCTBYIOIIIEM XKYpHAJIE; YBEAOMIICHUEM KaKIOT0 COTPYAHHKA, KOTO KacaeTcs M3MEHEHUE,
BBIC/IyIIMBAHUEM TMPETEH3WM B Cydae, €CIH 3TO H3MCHEHHE NPHYHHUIO KOMY-HHOYIb
Bpel, pa3pabOTKOH IUIAaHOB JEWCTBHI B aBapUMHBIX CHTyalMsAX JUII BOCCTAHOBJICHHUS
paboTOCTIOCOOHOCTH CHCTEMBI, €CJIH BHECEHHOE B HEe H3MEHEHHE BBIBENIO €€ U3 CTPOS.

4. Tlopsinok aHTHBHPYCHOTO KOHTPOJIS

4.1. Jlna 3amuThl cepBepoB W pabOYMX CTaHOUH HEOOXOOUMO HCIOJB30BaTh
AHTHBUPYCHBIE IIPOTPaMMBI;

® PE3UJCHTHbIE AHTHBUPYCHBIE MOHMTODBI, KOHTPOJHMPYIOIIHE II0J03PHUTEILHBIE
JIEHCTBHUS IPOTPaMM;

® YTHJIATHI Ul OOHAPYKEHHs ¥ aHATH3a HOBBIX BUPYCOB.

4.2. K HUCTONBb30BaHUIO JIOMYCKAIOTCS TOJBKO JIALEH3HOHHBIE CPEACTBA 3alUTHl OT
BPEIOHOCHBIX IIPOrpaMM H BHPYCOB HJIM CEPTH(UIMpPOBAHHBIE CBOOOJHO PACHPOCTPaHSEMBIE
AHTHBUDPYCHBIE CPEJICTBA.

4.3. Tlpu nomospeHMH Ha HaNMYHE HE BBIABIEHHBIX YCTAHOBIEHHBIMH CpEICTBAMH
3alIUTBI 3apaXXeHU# ciexyer ucnonb3oBatk Live CD ¢ ApyruMu aHTHBHpPYCHBIMHE CPEJICTBAMH.

4.4. VcraHoBKa M HAaCTPOWKA CPECTB 3ALUTHI OT BPEJOHOCHBIX MPOrPAMM H BHPYCOB
Ha pabOuMX CTaHIMAX M CepBepax aBTOMATH3HPOBAHHEIX CHCTEM, OCYIIECTBIISETCS
aIMMHHCTPaTOPOM COOTBETCTBYIOIMX CHCTEM B COOTBETCTBHHU C PYKOBOJCTBAMH II0 YCTaHOBKE



IPUOOPETEHHBIX CPEJICTB 3aIUTHL.

4.5. YcranaBiupaeMoe (M3MEHSEMOE) MHpOrpaMMHOE obecrieueHne JOJDKHO OBITH
IIpeBapUTEIBHO POBEPCHO aJIMHHACTPATOPOM CHCTEMBI Ha OTCYTCTBHC BPEIOHOCHBIX
[IpOrpaMM X KOMIIBIOTEPHBIX ~BHPYCOB. HenocpeICTBEHHO IOCTIE YCTaHOBKH (u3MEHEHMs)
IPOrpaMMHOr0  00eCTIeUeHHUs! paGouell CTaHIMH JIOJDKHA OBITH BBIIOJIHEHA AHTHBUPYCHA
IpOBEPKA.

4.6. 3amycK aHTMBHPYCHBIX NPOrpaMM JIOJDKCH OCYIIECTBISTHCS aBTOMATHYCCKH IO
3a/IaHMIO, IIEHTPATM30BAHHO CO3IAHHOMY € HCIIONb30BAHMEM UIAHMPOBIIMKA 337124 (BXOZSIIMM
B IIOCTaBKy OIIEPAIIMOHHOW CHCTEMBI 160 TOCTABISEMBIM BMECTE C aHTHBHPYCHBIMU
IpOrpaMMaMH).

47. AHTHBHPYCHBIH KOHTPOJb PabOdMX CTaHILIMI JOJDKEH MPOBOJAUTHCS €XEIHCBHO B
aBTOMaTHueckoM pexwume. Ecnm mpoBepka BCEX aiinoB Ha J[MCKaX pabOYMX CTAHIHMAX
3aHEMAeT HEIPUEMJIEMO OONBINOE BpeMs, TO JOMYyCKACTCH IIPOBOJUTH BHIOOPOYHYIO MPOBEPKY
3arpy304yHbIXx ~ obnmacreidf  JIMCKOB, OllepaTHBHOM  MaMATH, ~ KPUTHYECKH  BAKHBIX
MHCTAUTAPOBAHHBIX (HaiIOB OTEPALMOHHOH CHCTEMBI 1 3arpy’aeMbIX (aijioB Mo CeTu WM C
BHEIHMX HOCHTeNel. B 3ToM ciiydae IOJHAs MpOBEpKa JOJDKHA OCYIIECTBIISATECS HE PEKE
OJIHOTO pa3a B HEJENIO B IEPHO/| HEAaKTUBHOCTH MOJIB30BATCILA. [Tonp30BaTeNsIM PEKOMEHTyeTCS
OCYIIECTBJIATH IONHYIO MPOBEPKY BO BPEMs IepepbBa Ha obex myTeM mepeBoja paboueit
CTAHIMM B COOTBETCTBYIOIIHMI aBTOMATHYECKHH PEXUM (yHKIIMOHUPOBAHUS. B 3al€PTOM
IIOMEITICHUH.

4.8. Q6s3aTeIbHOMY AQHTHBUPYCHOMY KOHTDOJIO THOMICKHAT mobas uHPOpMAIUs
(ucnonHseMble (aiiIbl, TEKCTOBBIC (aiiiIbl 06X opMaToB, (aiiibl JaHHBIX), TOMydaeMast
OIB30BATENEM IO CETH WM 3arpyXaeMas CO ChEMHBIX HOCHTENCH (MarHUTHBIX JMCKOB,
OITHIECKHX JHCKOB, (aIn-HakomuTenei  T.11.). KOHTposs nH(OpMAIK JOIDKEH NPOBOAUTHCS
AHTUBHPYCHBIME CPEICTBAMHU B IIPOLECCE MMM Cpasy MOCIKE e¢ 3arpy3Ku Ha pabovyI0 CTaHIHIO
monb3oBaTens. Daiiibl, OMeIaeMble B OSNEKTPOHHBIA apXWB, JOJDKHBI B 00s13aTeTLHOM
IOpSJIKE MPOXOAUTH AHTUBUPYCHBIH KOHTPOJIb.

4.9. YcramaBnuBaeMoe (M3MEHSEMOE) Ha CepBephl IPOrpaMMHOE obecrnieyeHue JOIDKHO
GBITH TIPeIBAPUTENHHO POBEPEHO aJIMUHACTPATOPOM CHCTEMBI Ha OTCYTCTBHC KOMITBIOTEPHBIX
BUPYCOB M BpPCAOHOCHBIX IIPpOrpaMM. HenocpencTReHHO TMOCJIE  YCTaHOBKH (I/I3MCHCHI/IH)
IIPOrpaMMHOT0 0OecTieYeH s CepBepa I0JDKHA OBITH BHINIOJIHEHA aHTUBUPYCHAs POBEPKA.

4.10. Ha cepBepax CHCTeM, HEOOXOIMMO NPUMEHATH CICHMATBHOC AHTHBHPYCHOC
nporpaMMmHoe obecriedeHue, I03BOJIIOMIES:

e OCYIIECTBIATH AHTHBUPYCHYIO TPOBEPKY ¢aiisioB B MOMEHT TIONBITKH 3allACH ¢aitna
Ha cepBep;

e 1IPOBEPATH KATANOrH H (HaiiiIbl 110 PACIIHCAHUIO € yHETOM HArpy3Ku Ha CCPBEP.

4.11. Ha cepBepax OIEKTPOHHOW TOYTHI HEOOXOMUMO NPUMCHSTH aHTUBHPYCHOE
mporpaMmHoe ofecnedenue, OOecredrBalomee MpoBEpKy BCCX BXomsmmx cooOmenuii. B
Cllydae eciii POBEPKA BXOJIAIIETO COOOIICHHs Ha [0YTOBOM CEPBEPE [oKasaja HaJluuhe B HeM
BHpYCa HJIA BPEAOHOCHOTO KOJa, OTIPaBKa @HHOTO coobmenust 1oKHa OokupoBaThes. [1pu
3TOM JOJDKHO OCYIIECTBJIATHCS ABTOMATHYECKOE OIOBEIICHWE aIMHUHMCTPATOpa [IOYTOBOTO
cepBepa, OTIIPaBUTEIs COOOIIEHHUS U ajipecara.

4.12. HeoGX0QMMO OpraHM30BaTh PEryIspHOE OOHOBICHHE aHTUBHPYCHBIX 0a3 Ha BCEX
paboYnX CTAHIMUAX U CepBepax.

4.13. AJIMHHHCTPATOP CHCTEMBI JOJDKEH TIPOBOJMUTH PETYJISPHBIC MPOBEPKH MPOTOKOJIOB
paboTHI AHTHBUPYCHBIX IPOTPaMM C ILENbIO BBISBJICHHS MoJIb30BaTejield W KaHalloB, 4epe3
KOTOPBIX pacmpocTpansioTcsi Bupychl. Ilpu OOHApy)XCHHH 3apaXKCHHBIX BHPYCOM ¢aiinoB
aJIMHHHCTPATOP CUCTEMBI JIOJDKEH BBIIIOJIHATE CIICAYIOIIHE JICHCTBHS:

e OTKJIIOUHTH OT KOMILIOTEPHOM ceTH paboure CTAaHIIMH, IPEICTABISIONHE BUPYCHYIO
OIACHOCTb, /10 TIOJIHOTO BBISICHEHHs] KAHATIOB IIPOHUKHOBEHHS BUPYCOB M UX YHUUTOMNCHH,



e HeMeWIEHHO CooOmHUTh O (akre oOHapyXKEHHsT BHPYCOB HEMOCPEACTBEHHOMY
HAYAIGHUAKY C yKa3aHHEM HPEATONOKUTENbHOr0 HCTOTHIKA (oTmpaBuTENs, BIaENbBIA U T.J.)
3apaxeHHOro (aiia, THIA 3apaXCHHOTO ¢aiina, xapaxTepa cozmepxameiics B (aiine
uH(bOPMAIIMH, THIIA BEPYCa U BHITOJTHEHHbBIX aHTHBUPYCHBIX MEpPOTIPUATHI

5. Tlopsiaok aHaAM3a MHIH/ICHTOB

5.1. Ecmu aAMHHHCTPATOp CHCTEMBI, oOpabarpIBatoNIell MEPCOHANBHBIC TAHHBIC,
T10/103peBaeT WM MOIYYHI COOOLICHHE O TOM, 4TO €ro ChcTeMa HOJIBEPraeTCsl aTaKe WIIH YiKe
ObLIa CKOMIPOMETHPOBAHA, TO OH JIOJDKEH yCTAaHOBHTD:

e (aKT NOMBITKA HECAHKIIMOHUPOBAHHOTO IOCTYTIA HCO);

e mnponosmxaercs i HCJ{ B HACTOSIINI MOMEHT;

e kro sBiserca ucrounrkom HCJL

e uro sBisiercs oobekroM HCJL;

e Korja MpOUCXOAWSIA TOMBITKA HCL;

e KaK ¥ IIPH KaKKuX 0OCTOSTENbCTBaX ObLIa IPEANPUHSATA MOBITKA HCZL;

e TOYKA BXOJA HAPYLIMTEIS B CUCTEMY,

e 6bu1a i nonsitka HCJI yenemHoi;

e OMNpeeNuTh CHCTEMHEIE PECypChl, 0€30MacHOCTh KOTOPBIX OblIa HapyLIEHa;

e xaxoBa Motupanus monsirku HCJL

5.2. Jlnst eessnenust nonbitky HCJl HEOOXOAMMO YCTaHOBHTD, KakKHE IOJIB30BATCIH B
HacToslmee BpeMs paboTalOT B CHCTEME, Ha KaKuX paboumx cTaHNMsAX. BbIIBATE
TIOJJO3PUTEIILHYIO AKTHBHOCTH MONB30BATENEH, IIPOBEPUTH, YTO BCE NMOJIB30BATEIM BOILIM B
CHCTEMY CO CBOMX pabOYMX MECT, U HUKTO M3 HHX HC paboTaeT B CHCTEME HEOOBIYHO JOJTO.
Kpome Toro, HeoOXOIMMO IIPOBEPHUTH, YTO HHUKTO U3 [OJIb30BaTENIeil HE BBIIOJIHACT
H0/I03PUTENBHBIX IPOrPaMM U ITPOrpaMM, HE OTHOCAILIUXCS K €ro 0071aCcTH AESTEIbHOCTH.

5.3.1lpu aHanuM3e CHCTEMHBIX JKYPHAJIOB aJIMHUHHCTPATOPY HEOOXOAUMO IIPOU3BECTH
ClIeayIomue AeHCTBUS:

e IIPOBEPHTH HANUYKE IOJO3PUTENBHBIX 3aIMCEH CHCTEMHBIX JKYPHAJIOB, CACIAHHBIX B
nepuoy npeanonaraemoi nombitkn HCJL, BKmoyas BXOI B CHCTEMY HOJIb30BaTeNel, KOTOphIe
JIOJKHBI ObI GBUIH OTCYTCTBOBATH B OTOT IIEPHOJI BPEMEHH, BXO/IbI B CHCTEMY M3 HEOMMIAHHBIX
MeCT, B HEOOBIYHOE BpeMs ¥ Ha KOPOTKHiA IEPUOJI BPEMEHH;

e [IPOBEPHUTH HE yHUYTOXKEH JIM CUCTEMHBIH )KYPHAJI X HET JIM B HEM mpoOeIoB;

e [POCMOTPETH CIHCKM KOMAH[, BBIIONHEHHbIX MONB30BATEISMH B paccMaTpUuBaeMBbIi
IIEPUOJ] BPEMEHH,

e [IPOBECPUTH HAITUYHC HUCXO O X cOoO0IIEeHn I G)IIGKTpOHHOﬁ IOYTHI, aApCCOBAHHBIC
OJO3PHUTEIBHBIM XOCTaM;

e IIPOBEPUTH HAIAYKE MECT B KypHAJIAX, KOTOPHIC BBINTIAIT HEOOBIYHO;

e BLIIBHUTH TMOIBITKA I[OJNYYHTH IIOJTHOMOYMA CYyIIEPIIOJIE30BATECIIA Wi Jpyroro
HpHBHHCFHpOBaHHOFO IIOJIB30BATECIIA,

e BBISIBUTH HAINYHC HECYJa9HbIX IIONBITOK BX0/1a B CHCTEMY.

54. B xome aHaim3a >XypPHAJIOB AaKTHBHOIO CETEBOTO o6opynoBaHus (MOCTOB,
nepexIroyaresnei, MapIipyTu3aTopos, IIII030B) HEOOXOIMMO:

e IIPOBEPUTH HAIHMYKE MOAO3PUTEIHHBIX januceil CHCTEMHBIX XKYPHAJIOB, C/ICJIaHHBIX B
nepuox npeanosnaraemoit nonbrrku HCJL;

e IIPOBEPHTH, HE YHHUTOXKEH JIH CHCTEMHBIH XYPHAII X HET JIA B HEM poOeoB;
e IIPOBEPHTH HAIMYHE MECT B XKypHAIAX, KOTOPBIC BRIJIIAIT HEOOBIUHO;
e BHISBHTH TOMBITKY W3MEHEHHMs TaOIMI MApUIPyTH3ALMH M IPECHBIX TaOMMIL;

e IIPOBEPHTH KOH(HIYPAIHIO CETEBBIX YCTPOHCTB € UENBIO OMPE/IETCHUS BO3MOXHOCTH
HAXOXKICHUS B CHCTEME [IPOrPaMMBbl, TPOCMATPHUBAOMIEH BECh CETEBOH TpaduK.



5.5. Il oGHApyXeHHsI B CHCTEME CIIEJIOB, OCTABICHHBIX 3JI0yMBIIUICHHHKOM, B BHIC
(haityioB, BAPYCOB, TPOSIHCKHX IPOTPAaMM, H3MEHCHUA CHCTEMHOM KOH(MHUIypaIui He0OXOIUMO:

e COCTAaBHTH 0230BYIO CXEMY TOTO, KAK OOBIYHO BBITJIS/HT CHCTEMA,

e TPOBECTH MOKWCK IMOJO3PHTEIBHbIX aitnoB, CKpwITHIC (aiibl, MMEHA ¢aitioB u
KATAJIOroB, KOTOPHIE 0OBIYHO UCTIOJB3YIOTCS 3710y MBIIICHHAKAMH,

e IIPOBEPUTH COMICPIKMMOE CHCTCMHBIX (¢aiinos, KOTOPBIE 00OBIMHO
HU3MEHSIOTCS 3JI0YMBILIICHHUKaMH,

e TPOBEPUTH LIEIOCTHOCTH CHCTEMHBIX NPOTPaMM,

e IIPOBEPHTH CHCTEMY ayTEHTH(HHKAIMK 1 AaBTOPH3AIIH.

5.6. B cimyuae 3apaxeHHs 3HAYUTENIBHOTO KOJIMIECTBA pabodHX CTaHIMHI MOCTIE
yCTpaHEHUsI €ro MOCIEACTBAM TPOBOUTCH CHUCTEMHBIN ay/IHMT.

6. OTBETCTBEHHOCTH

6.1. OTBETCTBEHHOCTH 3a OPraHU3AIMI0 AHTHBUPYCHOM 3aIMTHI BO3JIaracTes Ha - JIMMO,
nasnaueHHoe pykosoauteseM MAOY «KocynmHekas COIII Ne 8».

6.2. OTBETCTBEHHOCTH 3a TPOBEJEHHE MEPONPHATHH AHTUBUPYCHOTO KOHTPOJA B
MAOY «Kocymuackas COILl Ne 8» Bosmaraetcs Ha OTBCTCTBCHHOIO 32 obecrieueHue
AHTHBUPYCHOMN 3alUTHI, COOMIOJCHHE TpeGOBAaHMH HACTOAIICH VHCTpYKIIMK  BO3JIaraercs Ha
nonb3oBarteseii APM wiy mearora, OTBEYArOIIEro 3a paboTy KOMIBIOTEPHOTO Kiiacca.

6.3. Ilepuoauyeckuii KOHTPOJIb 32 COCTOSTHHEM aHTHBMpPYCHOM 3amutel B MAOY

«Kocymuuckas COILl Ne 8»ocymiecTBisieTcss OTBETCTBEHHBIM JIMIIOM 1 ¢bukcupyercsi AKTOM
npoBepku (He pexe 1 pa3 B Kkaprai).



